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I. 
INTRODUCTION 

 
Pursuant to Rule 14.5 of the Commission’s Rules of Practice and Procedure and 

the instructions accompanying Draft Resolution E-4868, CPower, EnerNOC, Inc., and 
EnergyHub, Inc. (Joint DR Parties); California Energy Efficiency Industry Council, now 
the California Efficiency + Demand Management Council (the Council); Olivine, Inc.; 
and Mission:data Coalition (collectively, the Joint Commenting Parties) respectfully and 
timely submit the following Joint Comments on Draft Resolution E-4868 issued on July 
11, 2017.  Draft Resolution E-4868 approves, with modifications, the Utilities’ (Southern 
California Edison Company (SCE), San Diego Gas and Electric Company (SDG&E), 
and Pacific Gas and Electric Company (PG&E)) Advice Letters on the “Click-Through 
Authorization Process which releases Customer Data to Third-Party Demand Response 
Providers” (“Click-Through Process”).1  Those Advice Letters (ALs) include  PG&E AL 
4992-E, SCE AL 3541-E, and SDG&E AL 3030-E (AL 4992-E, et al.).2   

 
II. 

THE JOINT COMMENTING PARTIES STRONGLY SUPPORT 
 MANY OF THE DETERMINATIONS MADE BY  

DRAFT RESOLUTION E-4868 WITH SOME MODIFICATIONS. 
 
A.   Background 
 

On January 23, 2017, a Joint Protest to AL 4992-E, et al., was submitted by the 
Joint DR Parties, the Council, and Mission:data.  As stated in the Joint Protest, each of 
these parties actively participated in Application (A.) 14-06-001, et al. (Rules 24/32) 
generally and specifically with reference to the Click-Through Process addressed in 
D.16-06-008, which serves as authority for AL 4992-E, et al., as well as in Working 
Group meetings to develop improvements to the Click-Through Process and a 
Workshop held by the Utilities on their Advice Letters on January 9, 2017.3  

 
The Joint Protest identified both general and specific deficiencies in the Utilities’ 

proposed Click-Through Process and supported specific modifications thereto. The 
Draft Resolution addresses and corrects many of those deficiencies, as listed below, 
reaching outcomes that the Joint Commenting Parties appreciate and support. The Joint 
Commenting Parties congratulate the Energy Division and Commission on such a 
thorough Draft Resolution, especially in spending time to understand the needs of all 
stakeholders, and reaching the right conclusion in many of the topic areas.   

 
Therefore, the Joint Commenting Parties support and conclude that the Draft 

Resolution: 
 
                                                
1 Draft Resolution E-4868, at p. 1.  
2 Id., at p. 2. 
3 Joint Protest, at p. 2. 
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● Appropriately mandates alternative authentication credentials for all Investor 
Owned Utilities (IOUs) that should be limited to information that is easily available 
and confirms that the click-through process sufficiently verifies the customer’s 
identity. 

● Affirms that dual authorization is critical to creating a streamlined authorization 
process. 

● Carefully considers the specific burdens put on customers in terms of number of 
required screens and clicks to enroll in demand response and affirms that two 
screens and four clicks are reasonable in most scenarios. 

● Recognizes the need to allow Demand Response Providers (DRPs) to customize 
the length of authorization, allowing them to select default terms, an indefinite 
term, or a “take it or leave it” term. 

● Appreciates the timely responses needed on customer authorizations, and thus 
ensures feedback via emails or OAuth tokens to customers and DRPs. 

● Recognizes the need for the “expanded data set” and 90-second synchronous 
data to effectively run demand response programs and utilize AMI investments. 

● Clarifies the importance of reporting metrics, consistent across IOUs, in a timely 
manner on a website, in addition to aggregated monthly data provided on a 
monthly or quarterly basis, to identify any problems and keep the IOU systems 
accountable and performing at a high level. 

● Values the API Solution 1 and mandates that the IOUs develop business 
requirements prior to the completion of OAuth Solution 3.  

● Prioritizes DR-related issues over the other distributed energy resource issues to 
be reviewed by the CDAC. 

 
There are, however, a few modifications to the Draft Resolution that are 

nevertheless required, as discussed below. The Joint Commenting Parties’ proposed 
modifications to the Draft Resolution’s Findings and Orders are in Appendix A hereto 
based on the following conclusions:  
 

• Additional detail is needed regarding the specific authentication credentials and 
ensuring those credentials are built into the OAuth design. 

• More definition is needed regarding the “best case scenario” number of clicks 
and screens to ensure that this limitation is applied for all enrollments except in 
certain circumstances described below. 

• The Draft Resolution should explicitly endorse the design in which summary 
terms are displayed on the authorization page and a link to detailed terms will be 
provided. 
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• The Draft Resolution should modify some language on “mobile device capable” 
to explicitly acknowledge that the current IOU Green Button Connect systems 
have some flaws with regard to mobile devices. 

• The Draft Resolution should reinforce adherence to the entirety of OAuth 2.0 for 
Solution 3, in particular regarding “exiting the authorization,” which specifies how 
the user is redirected to a URL specified by the DRP. 

• The Draft Resolution should be modified to guarantee that certain non-usage 
customer data should be provided at no cost to DRPs in order to ensure fair 
competition with Utilities and provide preference to third party grid resources. 

• The Draft Resolution should more explicitly call for enforcement actions in cases 
where someone other than the customer completes the click-through process. 

• The Draft Resolution should modify the requirement deadline for the IOUs 
developing the business requirements to January 15, 2018 to ensure that API 
Solution 1 can be developed in a timely manner if deemed necessary. 

• The Draft Resolution should enhance the review process of API Solution 1 to 
ensure that DRPs can comment on the proposals and that the plans are 
reviewed for reasonableness. 

B.  Joint Commenting Parties’ Position on Draft Resolution E-4868 Findings and 
Orders.  

 
1. Alternative Authentication Credentials Are a Step Forward, but Additional 

Detail Is Needed. 
 

a.  The Draft Resolution Should be Modified to Specify Initial Authentication 
Credentials. 

 
In approving the use of alternative authentication credentials, the Draft 

Resolution correctly states that the click-through process sufficiently verifies the 
customer’s identity,4 that the authentication credentials required shall be limited to 
information that is easily available to the customer, and that the specific credentials 
should be no more onerous than those required for similar online utility transactions.5 
However, while the Draft Resolution excludes the use of social security numbers as a 
possible authentication credential, the Draft Resolution does not specify what the 
credentials should be. The Joint Commenting Parties believe this lack of specificity will 
perpetuate precisely the uncertainties that were identified in the Joint Protest and 
requested to be resolve in the present Draft Resolution. Resolutions should in general 
strive to resolve issues, rather than to have them persist. 

 
                                                
4 Draft Resolution E-4868, at p. 10. 
5 Id., at p. 14. 
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Specifying authentication credentials is even more urgent because the 
application for API Solution 1 by the Utilities, as mandated by the Draft Resolution, 
cannot be completed until the requisite authentication credentials are known.  The API, 
which is at the heart of API Solution 1, requires an exchange of authentication 
credentials. The detailed system design, which the Utilities have repeatedly said is not 
completed and was the reason why a cost proposal for developing API Solution 1 was 
not in the Advice Letters in the first place, must include the information being exchanged 
between the DRP and a Utility in order to authenticate a customer. Therefore, the Draft 
Resolution would, as written, create a catch-22 in which the Utilities cannot design an 
API Solution 1 without defining the authentication credentials, and yet the Draft 
Resolution requires the Utilities to file an application for API Solution 1 with functionality, 
timeline, and budget details.  

 
In the interest of preventing time-consuming delays stemming from this lack 

of certainty, the Joint Commenting Parties believe that the Draft Resolution must specify 
the authentication credentials to be used at the outset in the Utilities’ proposals for API 
Solution 1. Note, however, that the Joint Commenting Parties also recognize that the 
Utilities feel that the required authentication credentials may need to change over time; 
this can be accommodated, while still providing certainty at the outset, when the design 
and implementation of API Solution 1 are in the early stages. Therefore, the Joint 
Commenting Parties ask the Commission to modify the Draft Resolution to provide 
specificity now for the required authentication credentials so that the design of API 
Solution 1 can commence, while at the same time allowing the credentials to be 
updated in the future if a legitimate security or privacy reason warrants a modification. 

 
Historic changes to the authentication credentials needed to create online 

Utility accounts appear to be quite minor. For example, five years ago, PG&E’s website 
asked users to provide their name, account number, and phone number.6  Seven years 
ago, SCE’s website asked users to provide their account number and zip code.7   

 
Therefore, the Joint Commenting Parties do not believe that modifications to 

authentication credentials will need to be frequent, because they have proven to be 
relatively stable over many years. Nevertheless, since unknown cybersecurity 
developments in the future could conceivably warrant a change, the Joint Commenting 
Parties recommend that the Draft Resolution require the Utilities to raise a desire to 
alter the authentication credentials at the Customer Data Access Committee (CDAC). 
Ultimately, the Energy Division, in consultation with CDAC, should be vested with the 
authority to approve changes to the required authentication credentials. 

 
                                                
6 E.g., see: 
https://web.archive.org/web/20120104013434/https://www.pge.com/myenergyweb/appmanager/
pge/register/  
7 E.g., see: 
http://web.archive.org/web/20101229135626/https://www.sce.com/sma/Auth/Register.aspx  

https://web.archive.org/web/20120104013434/https:/www.pge.com/myenergyweb/appmanager/pge/register/
https://web.archive.org/web/20120104013434/https:/www.pge.com/myenergyweb/appmanager/pge/register/
http://web.archive.org/web/20101229135626/https:/www.sce.com/sma/Auth/Register.aspx
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For now, the Joint Commenting Parties strongly urge the Commission to 
require the Utilities to include the following required authentication credentials in their 
applications for API Solution 1. These authentication credentials (i) do not include social 
security numbers, per the Draft Resolution, (ii) are easily known by the customer and so 
are unlikely to increase enrollment fatigue, and (ii) are consistent with Utilities’ website 
practices both today and in the past five years. 

● Name 
● Account number 
● Zip code 

b.  The Draft Resolution Should be Modified to Specify Close Adherence to 
the OAuth Standard With Regard to Alternative Authentication 
Credentials. 

 
The Joint Commenting Parties are concerned that, absent explicit 

requirements in the Draft Resolution, the IOUs might deviate from the implementation of 
OAuth in the case of alternative authentication credentials for Solution 3.  Deviations 
from the OAuth standard could add cost and complexity to the Utilities’, as well as the 
DRPs’ implementations. Regardless of the authentication method -- that is, whether the 
customer is authenticated with utility account credentials or with alternative credentials, 
OAuth should be closely followed when pursuing Solution 3.  The Joint Commenting 
Parties strongly recommend that the Commission add a Finding and Order in the Draft 
Resolution to require the Utilities to comply with the OAuth 2.0 standard in either case, 
as proposed in Appendix A. 
 

2.  The Joint Commenting Parties Commend the Draft Resolution for Ensuring 
That the Click-Through Design Is a “Maximum of Four Clicks and Only Two 
Screens,” but More Definition of the “Best-Case Scenario” Is Needed. 
 
Regarding the number of clicks and screens, the Joint Commenting Parties 

applaud Energy Division and the Commission for thoughtfully considering the specific 
burdens put on customers in terms of number of required screens and clicks to enroll in 
demand response. The Joint Commenting Parties are pleased that the Utilities’ replies 
to the protests to their Advice Letters, as well as the Draft Resolution, affirm that two 
screens and four clicks are reasonable for the “best-case scenario.” However, for the 
avoidance of doubt, and to ensure expeditious implementation of OAuth Solution 3 by 
the Utilities, the Joint Commenting Parties recommend that the Draft Resolution more 
clearly define what the best-case scenario actually means.  

 
Regarding the number of clicks, the best-case scenario should be defined as a 

user flow in which the user (i) was not already logged into the utility account (ii) does not 
click the “forgot your password link” nor initiate a new online account registration (iii) has 
a single service account or intends to authorize all service accounts, (iv) accepts the 
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default timeframe for authorization, (v) does not click to read the detailed terms and 
conditions, and (vi) uses either utility login credentials or alternative authentication 
credentials. The Joint Commenting Parties believe that this definition is consistent with 
the Utilities’ replies to the protest and the Draft Resolution as written. Therefore, to 
avoid confusion at some point in the future, the Joint Commenting Parties ask that this 
scenario should be carefully defined in the Draft Resolution. 

 
Finally, the Draft Resolution should specify that all user authorization scenarios 

other than the user clicking “forgot your password” or signing up for a utility account 
should be handled in two screens. This eliminates additional doubts and uncertainties in 
the Draft Resolution and the Utilities’ Advice Letters, while supporting the Draft 
Resolution’s conclusion that “minimizing clicks and screens is essential to creating a 
streamlined process as required by D.16-06-008.”8 To clarify, if a user has multiple 
service accounts, the user’s selection of the service account can be done on the 
authorization screen and not its own dedicated screen, thereby not increasing the 
number of required screens beyond two. 

 
3.  The Draft Resolution Should Explicitly Endorse the Design that Summary 

Terms Are Displayed on the Authorization Page and a Link to Detailed 
Terms Will Be Provided.  
 
The Draft Resolution states that “reducing the formal legal language on the click-

through authorization would likely reduce customer confusion and fatigue.”9 However, 
the Draft Resolution also “decline[s] to order a specific method for accessing the 
complete terms and conditions.”10  The Joint Commenting Parties contend that it is 
imperative for the display of the terms and conditions to the user be resolved in this 
Draft Resolution, as it will significantly affect whether the direction complies with D.16-
06-008.  

 
All three IOUs indicated that they would summarize terms in succinct, plain 

English and provide a link to the detailed terms. However, the customer should not be 
required to view the detailed terms and conditions on the single authorization screen, as 
SDG&E’s requirement suggests.11 No additional click should be required when 
submitting an authorization that would be duplicative to the ultimate authorization action 
and would increase the number of clicks that are constrained by the “best case” number 
of clicks described in (3) above.  

 
The Draft Resolution should be modified to state that the summary terms must 

be displayed on the authorization page and a link to detailed terms will be provided, but 

                                                
8 Draft Resolution E-4868, at p. 20. 
9  Id., at p. 21 
10 Id. 
11 SDG&E Advice Letter 3030-E, at p. 5. 
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not required to be read by the customer. Other design details beyond the above should 
be discussed at CDAC.  
 

4.  The Draft Resolution Should Acknowledge that the Current IOU Green 
Button Designs Are Not Mobile Capable. 

 
The Draft Resolution states that “the existing PG&E ShareMyData and SCE 

Green Button platforms are mobile device capable,”12 citing PG&E’s and SCE’s advice 
letters, which is misleading.  SCE has two known usability bugs in its Green Button 
platform that detrimentally affect customer enrollments on mobile devices, despite 
claiming it is “mobile device capable.”13 The Draft Resolution uncritically accepts SCE’s 
claim that their Green Button platform is “mobile device capable.” Second, the phrase 
“mobile device capable” is vague because it suggests that special effort was made by 
the IOUs to accommodate mobile devices in their Green Button platforms to date. But, 
any website is “mobile device capable,” as long as the mobile device in question has a 
web browser. “Mobile device capable” does not mean that it is built for mobile devices 
or optimized for mobile devices or that it will reduce enrollment fatigue.  
 

The Joint Commenting Parties recommend that the aforementioned sentence 
should be modified to read (with added language in bold): “The existing PG&E 
ShareMyData and SCE Green Button platforms are claimed to be mobile device 
capable, but that does not mean they are optimized for mobile devices; indeed, 
customer fatigue in the authorization process was a principal impetus for the 
Commission to order the Utilities to develop the click-through authorization process.”   

 
In addition, the Joint Commenting Parties recommend that the Draft Resolution 

require the Utilities to successfully complete tests of two (2) major web browsers on 
both iOS and Android operating systems. The tests should be deemed successful if a 
user can complete all possible inputs on the forms without errors or usability problems. 

 
 5. The Draft Resolution’s Orders and Findings on Length of Authorization 

Should Be Approved with Some Clarifying Language.  
 

The Joint Commenting Parties commend the Draft Resolution’s recognition that 
the enrollment process must “align authorization timeframes consistent with the 
programs offered by the demand response provider.”14 In the overall effort to mitigate 
customer fatigue and confusion, the authentication and authorization flow must be 
straightforward. The Draft Resolution accurately finds that “the customer, not [the IOU] 
is in the best position to determine the length of authorization offered by the Demand 
                                                
12 Draft Resolution E-4868, at p. 23. 
13 For example, mobile users have trouble selecting the “next” button because the button 
repositions itself as the user scrolls down, making the button a moving target; and mobile users 
are stopped by false errors when they select “all data” to share and the form does not validate.   
14 Draft Resolution E-4868, at p. 23  
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Response Provider that best suits their needs,” and “an indefinite timeframe removes 
barriers to customer data access and puts third-party demand response providers on a 
more level footing with Utility Programs.”15 

 
OAuth can accommodate all of these options: a default authorization term (the 

DRP chooses what the default option shown is), a “take it or leave it” term (only one 
authorization term is shown, and is therefore grayed out) and an indefinite term. These 
three capabilities are not mutually exclusive: the indefinite term can be the “take it or 
leave it” option or the indefinite term can be shown as the default in the flow. More 
technically speaking, with OAuth, these selections are made at request-time (i.e. each 
time in the scope string), not setup-time (i.e. when the third party registers with the 
utility), so that the third party can change the scope as needed for each authorization 
request (noting that non-allowed scopes would be redirected back with the appropriate 
OAuth scope error.(https://tools.ietf.org/html/rfc6749#section-4.1.2.1).  

 
For clarity, the Joint Commenting Parties recommend that the language at page 

25 of the Draft Resolution be modified to read (with added language in bold and deleted 
language in bold strikethrough): "All three Utilities shall allow demand response 
providers to pre-register or pre-select set their preferred timeframe which could 
include a minimum end date, a preferred end date, or indefinite for pre-selection via 
scope parameters in OAuth.” Also, if there is a “take it or leave it” term length, the 
option should be grayed out and not mislead the customer by appearing in a way that 
could seem like the option can be edited.  

 
 6. The Draft Resolution’s Orders and Findings on Notification After 

Completion of Authorization Are Appropriate and Should Be Approved. 
 

The Joint Commenting Parties support the Draft Resolution’s orders that the 
IOUs are to send system generated emails to the customer and to the third party DRPs 
after successful completion of the authorization process. This feedback is necessary for 
third parties to conduct business quickly and for customers to be notified of their 
application status in a timely manner.  
 

The Joint Commenting Parties note that the system generated email to the DRPs 
is redundant with the OAuth tokens - third parties will already be notified via OAuth 
tokens. Furthermore, in OAuth, the user should always end up being redirected back to 
the third party website with either a code or error parameter. However, the emails are 
certainly a welcome addition and should ensure timeliness and effectiveness of 
notification. 

 

                                                
15 Draft Resolution E-4868, at p. 25. 

https://tools.ietf.org/html/rfc6749#section-4.1.2.1
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7. The Joint Commenting Parties’ Positions on Technical Features. 
 

a.  The Draft Resolution Should Reinforce that the Complete OAuth 2.0 
Specification Should Be Followed in Solution 3. 

 
In a discussion on “Exiting the authorization” raised by OhmConnect, the 

Draft Guidance states that particular details should be brought to CDAC. However, on 
this specific technical issue, the OAuth 2.0 standard provides the clarity needed for all 
parties. In the OAuth 2.0 specification, a user is redirected to a designated URL in each 
of three reasons: an error, a declination by the user (the case described by 
OhmConnect), and a reauthorization (i.e. if the same user goes through the process 
again). As mentioned in Exhibit E of the Informal Report, OAuth specifies how the user 
is redirected to a URL specified by the DRP.16 Therefore, to add clarity, the Draft 
Resolution should reinforce adherence to the entirety of OAuth 2.0 for Solution 3 in this 
regard.  
 

b.  The Draft Resolution’s Orders and Findings on Synchronous Data in 90 
Seconds Are Appropriate and Should Be Approved, but Additional 
Language Is Needed for Enforcement.  

 
The Joint Commenting Parties appreciate that the Draft Resolution’s 

conclusion that “speedy data delivery is necessary to ensure a positive customer 
experience.”17  The Joint Commenting Parties believe that there should be some 
mechanism for enforcing this rule and that the following sentence at page 42 of the 
Draft Resolution should be modified to read (with additions in bold): “If a delay beyond 
two business days is expected, the Utility must provide an explanation to the demand 
response provider and Energy Division, with an estimated resolution timeframe. The 
Commission’s expectation is that all data requests will be fulfilled within two 
business days.” 
 

 8. The Draft Resolution Must be Modified to Guarantee that Certain Non-
Usage Customer Data Will Be Provided for Free to the DRPs. 

 
While the Joint Commenting Parties acknowledge that the privacy rules in D.11-

07-056 and the customer data access decision in D.13.09-025  refer to “usage data,” it 
was clearly not the intention of the Commission over many years of policymaking 
supporting energy efficiency and demand response to provide 98% of customer data to 
service providers at no charge and deliberately withhold 2% so that the Utilities can 
earn additional revenue. The language around “usage data” should be viewed 
expansively and understood within the context of multiple decisions supporting demand 
response and energy efficiency. The Joint Commenting Parties believe the Draft 

                                                
16 Exhibit E of Informal Report (https://tools.ietf.org/html/rfc6749#section-4.1.2.1).  
17 Draft Resolution E-4868, at p. 41. 

https://tools.ietf.org/html/rfc6749#section-4.1.2.1
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Resolution should affirm “usage data” to mean “usage and related information 
necessary for increasing customer participation in EE or DR.”  

 
In support of that needed affirmation, the Joint Commenting Parties first note that 

the very first paragraph of D.13-09-025 puts usage data in a broader context of 
customer data. D.13-09-025 approves the Utilities’ applications for “authority to provide 
third parties access to customer data when requested by the customer” (emphasis 
added).18 Second, the Utilities have themselves not limited their Green Button Connect 
platforms to consumption data only. The Utilities provide the ability for customers to 
share account information and billing information with authorized third parties – 
presumably because those are sensible features for customers who may need more 
than merely kilowatt-hour data to efficiently participate in demand response or energy 
efficiency services. If a Utility claims that the provision of any customer data beyond 
consumption data goes beyond the scope of D.13-09-025, then it is worth asking why 
the Utilities have themselves interpreted D.13-09-025 to include a broader notion of 
“customer data” as seen in their Green Button Connect platforms. 

 
Finally, the privacy ruling in D.11-07-056 discusses the broader context in which 

customers should be afforded the ability to share certain “covered information” with 
authorized third parties. The privacy ruling focused on making price, usage, and cost 
information available to customers because increasing customer engagement and 
participation in the electricity system has the potential to reduce peak demand costs 
borne by ratepayers. Furthermore, increasing the number of informed consumers who 
participate in “smart grid” activities such as energy efficiency and demand response was 
a policy objective that helped justify the Utilities’ advanced metering infrastructure 
investments. For these reasons, the Draft Resolution should affirm that certain customer 
data beyond usage data should be provided to DRPs at no charge. 
 

9.  The Joint Commenting Parties Commend the Draft Resolution’s 
Recognition of the Value of API Solution 1, but the Draft Resolution  Should 
Be Modified to Impose an Earlier Deadline for The IOUs in Developing Their 
Business Requirements, and There Must Be a Formal Review of API 
Solution 1. 

 
The Joint Commenting Parties commend the Commission for recognizing the 

value of API solution 1. The Commission appreciates that waiting until an evaluation of 
OAuth Solution 3 is complete “fails to recognize the difference between the solutions 
and the preferences of the third parties.”19 The Joint Commenting Parties thank the 
Commission for acknowledging that “because enrollments are so dramatically affected 
by the customer’s ability to easily share data with the third-party demand response 
provider, several third parties prefer to design the customer experience themselves.”20 
                                                
18 D.13-09-025 at p. 2. 
19 Draft Resolution E-4868, at p. 51. 
20 Id., at p. 52. 
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 The Joint Commenting Parties believe, however, that June 15, 2018, is much too 
late for the scoping of API Solution 1 for the aforementioned reasons. The Joint 
Commenting Parties reviewed API Solution 1 and do not believe developing business 
requirements and a budget should take 10 months.  The solution was already 
thoroughly discussed in the click-through working group’s prior 16 meetings, and it 
builds off of the infrastructure built for Solution 3.  The Joint Commenting Parties, 
therefore, suggest that this date should be amended to be January 15, 2018, so as not 
to delay the implementation of said solutions should the Commission approve them.  
The aim for a launch of Solution 1 should be shortly after that of Solution 3, but no later 
than the next DRAM auction. 

 
Once the API Solution 1 business requirements have been submitted by the 

IOUs, the Commission must conduct a thorough review and allow DRPs to comment  
on both the substance and budget. The Commission must not only say whether “the 
solution is an efficient use of ratepayer funds,”21 but must also evaluate whether the 
cost estimates are reasonable for the work required and solicit DRP feedback on the 
same.  It is fairly clear from the Advice Letters that the Utilities are opposed to the 
development and implementation of Solution 1, so there must be assurance on each 
side that there is a good faith effort to flesh out the product plan. 

 
Because API Solution 1 has not been fully developed, the impetus behind asking 

the Utilities to design business requirements, the Commission concedes that it is difficult 
to “to determine whether API solution 1 comports with Commission Privacy Rules,”22 but 
acknowledges that “stakeholders have already suggested features of API Solution 1 
that could alleviate privacy concerns.”23. The Draft Resolution should reinforce that API 
solution 1 must comport with privacy rules, while recognizing that CDAC can be a 
helpful venue to work through additional technical details. 
 

 10. The Draft Resolution Should be Modified to Prioritize the Expansion of 
Solution(s) to Other Distributed Energy Resources After DR Related Issues 
Have Been Reviewed by the CDAC 

 
The Joint Commenting Parties understand the Commission’s desire to see the 

progress made in the Click Through Working Group expanded to other distributed 
energy resources. Indeed, the Parties agree with the utilities that “more work is needed 
in a broader forum before solution(s) can be expanded to incorporate additional use 
cases beyond direct participation demand response.”24 Different products have different 
requirements and data sharing needs.  

 

                                                
21 Draft Resolution E-4868, at p. 53. 
22 Id., at p. 52. 
23 Id. 
24 Id., at p. 53. 
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Furthermore, the expansion of these solutions cannot come at the expense of 
pursuing DR related solutions. The Draft Resolution orders: “Utilities shall work with the 
Customer Data Access Committee, established herein, and develop a proposal for 
expanding the solution(s) to other distributed energy resource and energy management 
providers.”25  The Joint Commenting Parties commend and want to reiterate the Draft 
Resolution’s conclusion that “[p]rogress must first be made with demand response use 
cases.”26 The CDAC must first review the DR related issues before taking up issues 
related to integrating DERs. 
 

 11.  Required Point that Was Not Included in Draft Resolution. 
 
The Commission must enforce that the Customer complete the click-through. 

 
The Draft Resolution, citing D.16-06-008, again clarifies that “the customer must 

complete the click-through, not a third party on behalf of the customer.”27 The 
Commission should enforce this determination. DRPs who do not abide by this principle 
are failing to comply with the Click-Through rules, and those authorizations should not 
be considered valid. If the IOU has a reasonable suspicion of a violation, the Energy 
Division shall review and reject those authorizations. 
 

III. CONCLUSION 
 
The Joint Commenting Parties support Draft Resolution E-4868 if modified to 

provide the clarifications and directions addressed above.  Those needed changes are 
also reflected in proposed modifications to the Draft Resolution’s Findings and Orders 
contained in Appendix A hereto. 

 
Respectfully submitted, 
 

July 31, 2017     /s/            SARA STECK MYERS   
           Sara Steck Myers 

On Behalf of the Joint Commenting Parties 
122-28th Avenue 
San Francisco, CA 94121 
Telephone:  (415) 387-1904 
Facsimile:   (415) 387-4708 
Email: ssmyers@att.net    

 

                                                
25 Draft Resolution E-4868, at p. 56. 
26 Id. 
27 Id., at p. 5; D.16-06-008, at pp. 13-14. 
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APPENDIX A 
 

JOINT COMMENTING PARTIES 
RECOMMENDED MODIFICATIONS TO DRAFT RESOLUTION E-4868 

 
As supported by the above Joint Comments, the Joint Commenting Parties 

recommend the following modifications to the Findings and Orders of Draft Resolution 
E-4868.   The page number where the language proposed to be modified is found in the 
Draft Resolution is indicated in brackets.  Recommended additions are shown by bold 
type and deletions are shown by bold strikethrough.  Any new, additional recommended 
finding or order is prefaced by the word “Added” in bold followed by its placement in 
order of findings or orders. 

 
RECOMMENDED MODIFICATIONS TO FINDINGS:  
 

Added Finding (after Finding 1 [69]): It is reasonable to include an enforcement 
mechanism to ensure that registrations by third parties who fail to comply with 
the Click Through customer registration process are rejected.   

 
Added Finding (after Finding 4 [69]): It is reasonable for PG&E, SCE and SDG&E 

to have consistent alternative authentication credentials, which shall consistent 
of [SAID], [zip] and [street number], unless and until the utilities show to Energy 
Division’s approval that cybersecurity demands a change to such alternative 
authentication credentials. 

 
Added Finding (after above Added Finding):  Full OAuth shall be used for 

alternative authentication means in Solution 3. 
 
8. [69] There has not been sufficient information provided to support a 

requirement for more than 2 authorized parties within a single authorization 
transaction. Olivine’s suggestion for allowing future flexibility is novel, but 
sufficient information about whether it is needed was not provided. 

 
Added Finding (after Finding 10 [70]): The best-case scenario number of clicks 

and screens applies to an enrollment flow using utility login credentials or 
alternative credentials and should be defined as a user flow where the user (i) 
was not already logged into the utility account, (ii) does not click the “forgot your 
password link” nor initiate a new online account registration, (iii) has a single 
service account or intends to authorize all service accounts if the user has 
multiple service accounts, (iv) accepts the default timeframe for authorization, 
and (v) does not click to read the detailed terms and conditions. 
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11. [70] It is reasonable to adopt the requirements for the user experience in 
Appendix E of the Informal Status Report Report except for number six relating to 
authentication credentials.28 

 
Added Finding (after Finding 14 [70]): Summary terms are displayed on the 

authorization page and a link to detailed terms will be provided. Other design 
details beyond the above shall be discussed at CDAC.  

 
Added Finding (after Finding 16 [70]): The existing PG&E ShareMyData and SCE 

Green Button platforms are claimed to be mobile device capable, but that does 
not mean they are optimized for mobile devices; indeed, customer fatigue in the 
authorization process was a principal impetus for the Commission to order the 
Utilities to develop the click-through authorization process. 

 
Added Finding (after Finding 19 [70]): It is reasonable to allow Demand 

Response Providers to pre-select their preferred timeframe. 
 
Added Finding (after above Added Finding): If a “take it or leave it” timeframe is 

required by the Demand Response Provider, the customer should see a pre-
populated field so as not to mislead the customer that this option can be 
changed. 
 

Added Finding (after Finding 28 [71]): The language around “usage data” 
should be viewed expansively and understood within the context of multiple 
decisions supporting demand response and energy efficiency. It is reasonable to 
affirm “usage data” to mean “usage and related information necessary for 
increasing customer participation in EE or DR.” 

 
51. [73] A publicly-accessible webpage would act as a self-enforcement 

mechanism because Utilities will be motivated to resolve any reported problems quickly. 
A webpage is reasonable because it would provide performance metrics on a real-time 
or near real-time but no less frequently than daily basis.  

60. [73] Once cost estimates for API Solution 1 are filed in an application, the 
Commission can properly evaluate whether API Solution 1 would be an efficient use of 
ratepayer resources and if the IOU cost estimates for API Solution 1 are 
reasonable.  
 

                                                
28 The Joint Commenting Parties believe excluding number six was an inadvertent error. 
Number six reads: “Authentication interface must be able to allow login credentials as 
authentication fields.” Note that it does not say login credentials are the only authentication 
fields; in other words, it is consistent with the standard OAuth interface in which the customer 
logs in with their utility credentials. 
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RECOMMENDED MODIFICATIONS TO ORDERS:  

4. [76] PG&E, SCE, and SDG&E shall design and implement the OAuth Solution 3 
click-through authorization process to have a maximum of two screens and four clicks in 
the “best-case” scenario. The “best-case” scenario does not include the use cases 
where a customer forgets a password to the Utility account, is registering for a new 
online account, de-selects service accounts, modifies the time frame of authorization, 
clicks to read the terms and conditions, or changes any other pre-populated options. In 
order to achieve a minimum number of clicks, the Utilities will ensure that all the options 
or elements presented in the process are pre-populated. The Utilities shall ensure that 
there is a clear path back to the authorization flow in cases where a customer somehow 
gets out of the flow. The Utilities shall treat the user experience list in Appendix E of the 
Informal Status Report as requirements for the “best-case” scenario, except for number 
six relating to authentication credentials, except for number six relating to 
authentication credentials.  

 
8. [77] Demand response providers shall be given the option of pre-registering or 

pre-selecting their preferred timeframe which could include a minimum end date, a 
preferred end date, or indefinite. If only one option is allowed by the Demand 
Response Provider, that option should be greyed out. 

12. [78] PG&E, SCE, and SDG&E shall permit third-party demand response 
providers to revoke authorization if they no longer wish to receive customer data, both 
online and on the paper CISR-DRP Request Form. Such a revocation shall not 
require any further right or permission conferred to the demand response 
provider by the customer. The Utilities shall file a Tier 2 Advice letter no later as 
described in Ordering Paragraph 28 to adopt any changes in Rule 24/32 or the CISR-
DRP Request Form that are needed to facilitate Demand Response Provider 
revocation.  
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