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Process Flow

Authenticate Authorize Data 

transfer

Request

Each process is discrete and 

must be considered individually.
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Process Flow

Authenticate Authorize Transfer 

data

Request

Scope of 15-0073, 

concerning “authorization 

process”

Scope of 14-0507, 

“Open Data 

Access 

Framework”
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Definitions

Request

Requests can be either:

• From the customer to 

the utility

• From the third party to 

the utility (via ‘warrant’ 

process)

Methods (initiated

by customer)

Methods (initiated 

by third party)

Utility portal after 

login

Online request form

Utility web form 

(unauthenticated)

API

Phone call to utility Paper form

Email to the utility
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Definitions

Authenticate

Authentication is the process of 

establishing genuine identity.

• i.e. “Are you who you say you are?”

• Accomplished by comparing 

information that both parties have

• Reasonable certainty, not perfect 

certainty

• Medium-agnostic: could occur over 

phone, via text, email, paper, or 

online

Examples of info the utility may 

have that could be used to 

authenticate a customer:

Name

Address (street, zip code)

Account number

Meter identifier

Last month’s bill amount

Email address

Mobile phone

Non-mobile phone (work or home)

Username/password
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Definitions

Authorize

Authorization is granting someone a right to do something.

• e.g. “You’re allowed to access this data for 5 years”

• Like authentication, authorization is medium-agnostic

• Authorization could be granted via paper, fax, phone, text, 

email, web, carrier pigeon, etc.

• May be restricted in time or scope

• Authorization without authentication is dangerous; 

authentication without authorization is useless

• Green Button Connect is NOT an authorization process



5/4/2015

7

Definitions

Transfer 

data

Scope of 14-0507, 

“Open Data 

Access 

Framework”

Transfer of data could take several 

forms:

• Green Button download to customer

• Green Button Connect to third party

• CSV files via SFTP site

• CSV files via email

• CD-ROM via FedEx

• etc.

Not in the scope of 15-0073.
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Example #1:  Website (simple case)

Authenticate Authorize Data 

transfer

Request

1) Customer 

makes request 

via utility website

2) Customer

authenticates 

with username 

and password

Info the utility has to 

verify:

Username

Password

3) Customer

selects third 

party and sets 

authorization 

parameters

Detail:

Scope: 2 yrs

historical data + 

ongoing

Time: 5 year term

4) Successful 

data transfer
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Example #2:  Website (enhanced)
• Customer begins at third party’s 

website and creates an account 

for energy management services.

• Customer clicks “Connect to 

utility” (PG&E in this example).

• Pop-up window spawned, asks 

for utility login/password.

• Customer agrees to authorization 

language, sets authorization term.

• Upon submit, user continues on 

third party website.

Third Party’s 

website

Utility’s 

website
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Warrant Process (regular)

Authenticate Authorize Data 

transfer

Request

1) Third party 

makes request 

via:

Methods (initiated 

by third party):

Online request form

API

Paper form

2) Third party already 

authenticated w/ 

utiility because of 

prior registration.

3) Third party 

provides info to 

identify customer:

Info the utility has to 

verify:

Zip code, 30301

Account number, xxx-

xxx-xxxxxx

4) Third party 

requests 

authorization by 

providing this 

info:

5) Successful 

data transfer

Detail:

Scope: 2 yrs

historical data + 

ongoing

Time: 5 year term
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Option:  Warrant with SMS

Authenticate Authorize Data 

transfer

Request

1) Third party 

makes request 

with ZIP and acct 

# via:

Methods (initiated 

by third party)

Online request form

API

Paper form

2) Utility sends text (SMS) message to 

customer. “Do you authorize Party X to 

access data for 5 years? Reply YES or NO. 

See terms and conditions bit.ly/xyz.”

3) Customer replies ‘YES’

Note #1: In this case, authentication and 

authorization are merged into one process.

Note #2: This only works if the utility has the 

customer’s mobile number on file.

4) Successful 

data transfer
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Option: Warrant with email

Authenticate Authorize Data 

transfer

Request

1) Third party 

makes request 

via:

Methods (initiated 

by third party)

Online request form

API

Paper form

2) Utility sends email to customer. “Do you 

authorize Party X to access data for 5 years? 

Reply to this email to confirm. Terms and 

condition are below.”

3) Customer replies.

Note #1: In in “Warrant with SMS,” 

authentication and authorization are merged 

into one process.

Note #2: This only works if the utility has the 

customer’s email address on file.

4) Successful 

data transfer
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Option: Warrant with phone call

Authenticate Authorize Data 

transfer

Request

1) Third party 

makes request 

via:

Methods (initiated 

by third party)

Online request form

API

Paper form

2) Utility robot calls the customer’s phone. 

“Hi, this is ComEd. We received a request 

from Party X for energy usage data. Do you 

want to share your data with Party X? If yes, 

press 1. If not, press 2. Press 3 to speak with 

an operator.”

3) Customer presses 1.

Note #1: As in “Warrant with SMS,” 

authentication and authorization are merged 

into one process.

Note #2: This only works if the utility has the 

customer’s phone number on file.

4) Successful 

data transfer


